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Product security bulletin: Apache Log4j
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Last update: 01/18/2021

MicroPort® CRM is aware of recent discovered vulnerabilities in the Apache’s Log4j software
library also called “Log4shell”. Log4j is a Java-based logging library used in a variety of websites,
applications, consumer and enterprise services, and OT products. The vulnerability allows
unauthenticated remote code execution on the vulnerable system.

Microport® CRM products are not impacted by this vulnerability:
MicroPort® CRM has performed a deep analysis of its products and concludes that the Log4j
vulnerabilities do not affect any Microport CRM products.

Additional information

MicroPort® CRM remains attentive to the latest vulnerabilities to ensure the highest possible
security for its devices.

Confidentiality and security are MicroPort® CRM’s core values and we therefore undertake to
ensure the privacy and security of all the users.

References:
e https://www.cisa.gov/uscert/apache-log4j-vulnerability-quidance
e Mitigating Log4Shell and Other Log4j-Related VVulnerabilities | CISA
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